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Background:

The RPMS-EHR utilizes a repository-based update mechanism for deploying updated components to
each client workstation. While this technique works well, it requires each user to possess a minimum set
of permissions in order to successfully download and install each update. This set of permissions is
typically embodied in the “Power User” group where members have write access to the
HKEY_CLASSES_ROOT hive of the Windows Registry and write access to the local Program Files
folder. IHS corporate policy now dictates that users have more limited permissions in an effort to
preserve network security and workstation integrity. Enforcement of this policy renders the current
update mechanism inoperable. As a consequence, a different mechanism had to be devised to address
this problem.

The VueCentric Updater Service allows the RPMS-EHR to continue to employ a repository-based update
mechanism, while eliminating the need to modify individual user permissions to allow updates to occur.
This application runs in the background on each workstation under a specially created account that has
all the necessary permissions to perform a successful update. The service performs all update
operations on behalf of the RPMS-EHR. This process is completely transparent to the RPMS-EHR user.

Summary:

This document describes in detail techniques for the centralized deployment of the VueCentric Updater
Service to client workstations using Group Policy. This document also shows how these same
techniques can be applied in the deployment of the EHR Shortcut to the client desktop.

Note: where version numbers occur in file names, this document uses the generic notation “x.y”.

Target Audience:

This document is intended for use by domain administrators.

Required Elements:

RPMS-EHR Patch 4

Orca msi Editor

Active Directory Users and Computers
Group Policy Management Console
Computer Management Utility

agrON =

Known Values:

1. vcUpdaterService_Silent_x.y.msi and EHR_Shortcut_Silent_x.y.msi (these are specially
designed for unattended installation)

Domain Admin username and password

Active Directory Domain(s) or OU(s) to which the msi files will be deployed.

UNC path to the RPMS-EHR bin directory

UNC path to the msi file distribution point.

aogrwd

Outline:
I. Install Orca

Il. Deploy the VueCentric Updater Service
A. Create a domain admin account for use with VueCentric Updater Service
B. Modify the vcUpdaterService_Silent_x.y.msi Properties Table using Orca
1) Add line for USERNAME
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2) Add line for PASSWORD
C. Deploy the vcUpdaterService _Silent_x.y.msi via Group Policy
D. Verify vceUpdaterService_Silent_x.y.msi deployment on Client

[ll. Deploy the EHR Shortcut (optional)
A. Modify the EHR_Shortcut_Silent_x.y.msi Properties Table using Orca
1) Add line for REPOSITORYPATH
B) Deploy the EHR_Shortcut_Silent_x.y.msi via Group Policy
C) Verify EHR_Shortcut_Silent_x.y.msi deployment on Client

Assumptions:

This document assumes Windows 2003 Server Edition is running as the domain controller. Adjustments
may need to be made to the procedures for other operating system versions.

This document further assumes that the Group Policy Management Console has been installed and is
available to the domain administrator. If this application is not available, it may be downloaded from:

http://www.microsoft.com/downloads/details.aspx?FamilylD=0a6d4c24-8cbd-4b35-927 2-
dd3cbfc81887&displaylang=en
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http://www.microsoft.com/downloads/details.aspx?FamilyID=0a6d4c24-8cbd-4b35-9272-dd3cbfc81887&displaylang=en
http://www.microsoft.com/downloads/details.aspx?FamilyID=0a6d4c24-8cbd-4b35-9272-dd3cbfc81887&displaylang=en

l. Install Orca

Orca is a tool distributed with the Microsoft Platform SDK that can be used to edit Microsoft Installer
(“msi”) files. In order for an msi file to be deployed via group policy, all required inputs must be imbedded
within it. Orca allows the insertion of required property values into the msi so that unattended deployment

can occur. Orca is provided as an msi file that may be installed on the domain administrator’s
workstation.

W
., 8

My Computer

My Documents

L2

Recycle Bin

IBStartl J @ j J I@ Download details: Win... ' gg &

1. Save Orca locally and execute it by double-clicking on its icon.
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i‘é‘- Orca Setup

Welcome to the Orca Setup
Wizard

The Setup Wizard will install Orca on your computer, Click
Next ko continue or Cancel ko exit the Setup Wizard.,

Cancel

ﬁStartl J @ g “ﬁ Orca Setup

2. Click "Next".
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i'.f— Orca License Agreement

End-User License Agreement

Please read the following license agreement carefully

1. SUMMARY. You may install Orca on a single computer. If you are the
primary user of that computer, you may also install a second copy for your
exclusive use on a home or portable computer.

This is a legal agreement between vou (either an individual or an entity) and
Microsoft Corporation. By opening the sealed softurare packet(s) you are
agreeitng to be bound by the terms of this Agreement. If vou do not agree to
the terms of this A greement, promptly return the unopened software packet(s)
atid the accompanying items (including written materials and binders or other
containers) to the place from which you obtained them for a full refund.

£

¥ T accept the terms in the License Agreement:

” Idoniot accept the kerms in the License Agreement

< Back I Mexk > I Cancel

ﬂStartl J @ é “ﬁ' Orca License Agreen...

3. Select "l accept..." and click next.
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i'.f— Orca Setup

Choose Setup Type

Choose the setup type that best suits vour needs

Typical

Installs the most cormmon program Features, Recommended For
mosk users,

Custom

Allows users bo choose which program Features will be installed
and where they will be installed. Recommended For advanced
LSErs,

Complete

All program Features will be installed, (Requires most disk
Space)

Cancel

ﬂStartl J @ é “ﬁ' Orca Setup '@g@

4. Click "Typical".
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i'.f— Orca Setup

Ready to Install

The Setup Wizard is ready to begin the Change installation

Click Install to begin the installation. IF wou want to review or change any of your
installation settings, click Back, Click Cancel ko exit the wizard.

Cancel

ﬂStartl J @ é “ﬁ' Orca Setup '@g@

5. Click "Install".
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i'E— Orca Setup

@ Completing the Orca Setup
Wizard

Click the Finish button to exit the Setup Wizard,

ﬁStartl J @ g “ﬁ' Orca Setup '@g @

6. Click "Finish". Orca is now installed.
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Il. Deploy the VueCentric Updater Service

)
!

iy AN ORR

LY

By e OB G0 E R0 S0 e e e b 1D ) 85 1§

A. Create a service account for use with VueCentric Updater Service

Active Directory Domains and Trusts

Active Directary Sites and Services

il y Caomputers
Certification Authority
Cluster &dministrator
Companent Services
Computer Management

Connection Manager Administration Kit

Daka Sources (ODEC)

DHCP

Distributed File System

DNS

Dorain Controller Security Policy

Domain Security Policy

Event Yiewer

Group Palicy Management

Health Maonitar

Internet Information Services (I15) Manager
Licensing

Microsoft \MET Framewark 1.1 Configuration
Microsoft \MET Framework 1.1 Wizards
Microsoft SharePaint Administrator

Nebwork Load Balancing Manager
Performance

Remote Deskbops

Routing and Remote Access

Server Managemenk

Services

SharePoint Central Administration

"|]§l Terminal Server Licensing
,, Terminal Services Configuration

? Terminal Services Manager
WINS

1. Open Active Directory Users and Computers
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& Active Directory Users and Computers
<3 Fle  Action  Wiew Window  Help

e« @ e FRB R eRbvT&an

@ Active Directory Users and Computer: | shs.local & objects
D Saved Queties Mame | Typ= | Description

E‘@

R [CBuiltin builtinDomain
g Ezlilguters DCDmputers Container Default container For upar...
(] Domain Cantrallers Domain Controllars Organizational ...  Default container For dom. ..
23 ForsignsecuribyPrincipals DFDreignSecuritvPrincipals Container Default container For secu...

MyBusiness Organizakional ... Default organizational unit, ..

(&) MyBusiness
-0 Users [users Container Default container For upar. ..

ﬂStartl J @ a “@ Active Directory User...

2. Right click on the OU where you want to create the service account.
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& Active Directory Users and Computers

@ File  Action Wiew ‘Window Help

T o 8 =, -l o
«=» BElsBXFRNR| 2 g TrEgE
@ #ckive Direckory Users and Computer: | Users 29 objects
D Saved Queries Mame | Tvpe | Description
E@ IE_EigI;:l € Administratar User Ewilt-in account For admini. ..
I Cert Publishers Security Group ... Members of this group are...
03 Computers ﬁEDebu er Lisers Security Grou Debugger users can debu
(€3] Domain Controllers m 9 - ) ¥ R 9 o
(L3 ForeignSecurityPrincipals DHCP Administrators Securiky Group ... Members who have admini...
(] MyBusiness ﬁDHCF‘ Users Security Group ... Members who have view-...
{ﬂ €T rnsadmins Security Group .., DMS Administrators Group
Delegate Contral... slpdateProxy Securiby Group ... DNS dlients who are peemi,.,
Find... main Admins Security Group ... Designated administrators. ..
_ Computer oo Al workstations and serve. .
2l Tasks contack . Al domain contrallers in k..
Group Al domain guests

Wigw InetOraPersan oo All domain users
Mevs Windaw From Here O e it P Designated adminiskrataors. ..
R MSMG Queue Sliss oo Microsoft Exchange Domai...
EXI;DI": it Pbirtar Micrasoft Exchange Enter.. .

| This user account is requir...

Properties chared Folder ... Members in this group can. ..

Help

[": T e Built-in account: For guest: ...

wrelpServicesGroup Security Group ... Group for the Help and 5u. ..
mIIS_WF‘G Security Group ... IIS Worker Process Group
IUSR_SES1 User Built-in account: For anoney...
ﬂ TWaM_SBS1 ser Built-in account For Inkern...
4 | LI §0W5_1113226461_admin Security Group ... Microsoft SharePaint rale ' ..

|Create a new object... [

!.‘L‘ Startl J ﬂé} Q J I@ Active Directory User... ' @ :ﬁ @

3. Select New from the menu and user from the submenu.
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e Dirp 0 - QL e
New Object - User )

g Create in shelocal/Users

FEirzt name:
Last name:

Full name:

Uszer logon name;

Iv-:U pdater

Initials: I

IchI pdater

Ichpdatel

I@sbs.local

IJzer logon name [pre-windows 2000];

|SBS\

Iv-:U pdater

I Description

¢ Back I Hest » I Cancel

!ﬁGroup Palicy Creator ©..,  Security Group ...

Guest Lser
ﬂzHeIpServicesGrnup
s wee
€3 1Usk_sBs1 User
£ Twam_sest Lser

!ﬂow5_1113226461_admin Security Graup ...
il 2

Security Group ...
Security Group ...

Built-in account For admini..

Members of this group are. ..

Debugger users can debu...

Members who have admini. ..

Members who have view-..,
DM Adminiskrators Group

DMS clients who are parmi...
Designated administrators...
&l workstations and serve. ..
Al domnain conkrallers in th...

All domain guests
All domain users

Designated administrators...
Microsoft Exchange Domai, ..

Microsoft Exchange Enter...

This user account is requir...
Members in this group can...

Built-in account for guest: ...

Group for the Help and Su...

115 Worker Process Group
Built-in account For anony...
Built-in account For Intern...

Microsoft SharePoint rale ...

tBStart| REF"]

4. Enter the name of the service account you would like to use, then click “Next”.

J I@ Active Directory User...
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. " - ol x|
New Object - User il | Iﬁllﬂ

(|
A
— 2 Q Create in. shelocal/Users
a | Description | -
E P i
Password: I............... Built-in account: For admini..
Members of this group are. ..
Lanfirm passward: I"""'"""" Debugger users can debu...

Members who have admini. ..
[~ User must change passward at next lngon Members wha have view-..,
DMS Adriniskrakars Group

DS clients who are permi...
¥ Password never expites Designaked administratars, ..

W All workstations and serve. ..

¥ Uger cannot change passward

&l dornain conkrollers in th...
All dorain guests

All domain users

Designated administrators...
Microsoft Exchange Domai, ..

< Back I Hext > I Cancel Microsoft Exchange Enter...

This user account is requir...

ﬁGrDup Palicy Creator ... Security Group ... Members in this group can...
%Guest User Built-in account For guest ... —
ﬁiHeIpServicesGroup Security Group ... Group for the Help and Su...
@IIS_WPG Security Group ... IIS Worker Process Group
ﬂ IUSR_SEBS1 User Built-in account For anony...
ﬁ TWAM_SESL User Built-in account For Intern...

4 | | _,I ﬁzow5_1113226461_admin Security Group ... Microsoft SharePoink role ', LI
il 3 F:

| | | &
|@ Start downloading From site: Rkep:/ fvn. msn, com/ |ﬂ Internet

ﬁffStartl J 3 @ J I.@ Active Directory User... &€ | Password Generator - Ex. . | = B Ll

5. Create a complex password and enter into the fields. Check/uncheck the options as shown. /tis
extremely important to set the password options as shown. Then click “Next”.
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Caticel

RETES
=lol x|

—

JSETE

I Description

Security Group ...

Security Group ...
Security Group ...

Built-in account For admini..

Members of this group are. ..

Debugger users can debu...

Members who have admini. ..

Members who have view-..,
DM Adminiskrators Group

DMS clients who are parmi...
Designated administrators...

&l workstations and serve. ..

Al domnain conkrallers in th...
All domain guests

All domain users

Designated administrators...

Microsoft Exchange Domai, ..

Microsoft Exchange Enter...
This user account is requir...
Members in this group can...
Built-in account for guest: ...
Group for the Help and Su...
115 Worker Process Group

Built-in account For anony...
Built-in account For Intern...
Microsoft SharePoint rale ...

H

& e Dirp 0 - 40 QL E
B New Object - User
(€
4
= é g Create in shelocal/Users
£
H [v iCreate an Exchange mailbos
Aliaz:
Ichpdater
Server
ISESa’first admiristrative group/SEST j
tailbox Store:
IFilst Storage GroupMailbos Store [SBST) j
< Back I Hest » I
!ﬁGroup Palicy Creator ..,
iquesk User
ﬂzHeIpServicesGrnup
s wee
€3 1Usk_sBs1 User
£ Twam_sest Lser
4 | | _,I §0W5_1%13226461_adm|n Security Graup ...

| =l

€l
Ej’Startl J @ & J I@ Active Directory User... @ Password Generator - Ex. .. |

l_ I_ l_ |a Internet

vasaes

6. The creation of a mailbox is not required. Uncheck the “Create an Exchange mailbox” checkbox and
click "Next”.
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=10l x]
PR

g Create in shs local/Users

Description | |
wWhen wou click Finish, the following object will be created: DMS clients who are permi...

Designated administrators. ..
All workstations and serve, ..
User logon name: vell pdater@sbs local All domain controllers in th. ..
All domain guests

All domain users

Designated administrators. .,
Microsoft Exchange Domai...
Microsoft Exchange Enter. ..
This user account is requir...
Members in this group can...
LI Built-in account For guest ..,
Group for the Help and Su...
115 Worker Process Group
Carcel | Built-in account For anony. ..
Buil-in account For Intern. .
!ﬁOWS_l 1132264... Security Group ... Microsoft SharePoint role ' ..
mRAS and IA5 Ser...  Security Group ... Serwers in this group can ...
!ﬁSchema Admins Security Group ... Designated administrators. ..

Full name: wcllpdater ;I

The uzer cannot chatige the passward.
The password never expires.

< Back

@STS_WPG Security Group ... Members of this group ha...
%SUPPORT_SBBEH... User This is a vendor's account ..,
@Telnetclients Security Group ... Members of this group ha...
mWINS sers Security Group ... Members who have view-...

E!',"Startl J @ é “ g Active Directory User... “ ! &J '

7. Click “Finish”.
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3 Password Generator - Extremel

<5 File

Ackion Yiew

&# Active Directory Users and Computers

wiindow  Help

TR
=10 =] b

JETE

= |AE B XSDE|2

gl vTae

| S =]

@ Active Directary Users and Computer:
-] Saved Queries
Ei@ shs local
F-(Z3 Builtin
{2 Computers
(€3] Domain Contrallers
D FaoreignSecurityPrincipals
@ MyBusiness

a Users

1 | i

Users 30 objects

B

Mame

ITpe

I Description

mDomain Admins
!ﬂDomain Camputers
@Domain Controllers
ﬁiDomain Guests

!ﬁDomain Users

ﬂiEnterprise Admins
!ﬁExchange Domain Servers  Security Group ..,
@Exchange Enterprise Se... Security Group ...

£ GHOST_GHOL

!ﬂGroup Policy Creatar O...

%Guest

mHeIpServicesGrnup Security Group ...
fhs_wes Security Group ...
2 1wk _sEs1 User
€3 1wam_sBSL User
!ﬁOWS_1113226461_admin Security Group ..
ﬁiRAS and IAS Servers Security Group ...
!ﬁSchema Admins Security Group ...
€15 _wrG Security Group ...
%SUPPORT_388945&D User

@Telnetclients
L ifvcUpdater
ﬁiw M3 Users

Liser

User

Security Group ...

Security Group ...
Security Graup ..
Security Group ...
Security Group ...
Security Group ...
Security Group ...

Security Graup ..

Security Graup ...

Designated administrators...
All workstations and serve. ..
All dornain conkrollers in th...

Al dornain guests
All domain users

Designated administrators. .,
Microsoft Exchange Damai. ..
Microsoft Exchange Enter...
This user account is requir...
Members in this group can...
Built-in account For guest ...
Group for the Help and Su...

115 Worker Process Group

Built-in account For anony. ..
Built-in account: For Intern...
Microsoft SharePoint role ...
Servers in this group can ...
Designated administrators...
Members of this group ha...
This is & wendor's account ...
Members of this group ha...

Members who have view-..,

|

€l
i@ Startl J @ & J I@ Active Directory User... @ Password Generator - Ex. .. |

i |ﬂ Internet

vasaes

8. Locate and double-click the vcUpdater account in the right pane. Select the "Member of" tab from the
properties dialog that appears.
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Active Directory Users and

{
HECE. | | ] | b Temninal Services Profle | COM+ | Exchange Genersl
_ - - E-mail Addresses I Exchange Features I Exchange Advanced
@Actwe Directory Users and Comp _ i
- Saved Queries General | Addiess I Account I Prafile I Telephones I Organization
E@ she.local tember OF | Dial-in I Enwironment I Sessiong I Remate control
(1 Builtin Member of:

{2 Computers

(€3] Domain Contrallers

D FaoreignSecurityPrincipals
@ MyBusiness

a Users

Add... | Bemove |

Frimary groLip: Domain Lsers
E e T There iz ho negd to change Frimary group u_nless
_—Hl you have Macintosh clients or POSE<-compliant
applications.

: e
@ File  Action  Wew  Window velipdaterEEnEEg e —I—I

-lalxi
=0l x|

—

JSETE

B

1] { oK. I Cancel | Al | Help

|

€l
tﬂStartl J @' & J I@ Active Directory User... @ Password Generator - Ex. .. |

9. Click “Add”.
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A

#% hctive Directory Users and Compute = ] z
; <5 File  Action  Wew  Window velipdaterBengais L =5 | =51
- = Select Groups 7]l X
|e = | B@m b B’ x> »
N @ Active Directory Users and Comp| 2526t this obiect tupe: ‘I
D Saved Queries |Gr0ups or Built-in security principals Object Types... | —_,‘
E@ shs.|ocal 7 7
[:l BLiltin Eram thiz location:
- Computers Isbs.local Lacations... |
[#-{Z] Domain Contrallers :
[:' ForeignsecurityPrincipals Enter the object names to select [examples]:
[#)-{<F] MyBusiness PORWSP ADMINS| Lheck Mames |
a Users
Advanced... | agK I Cancel |
W
Add. | Bemove | b
M.
Frimary group: Domain Users "
; i 5.
e There iz no need to change Primary group unless
_—Hl vou have Macintozsh clients or POSE<-compliant R
applications. i
H...
/| | (]9 | Cancel | Arply | Help | L., I—
| | | =l
2] ’_ ’_ I_ | Internet

EJ’Stal'tl J @ =] J I@ Active Directory User... @ Password Generakar - Ex... |

vasae

10. Enter the security group for this account and click "OK". Note: sites will have different
administrative security groups defined. The vcUpdater account must be a local admin on the
workstations. The site administrator should put the account into a local admin group that has the

necessary rights to perform updates.
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<5 Fle Action  View

Q_:&Active Directory Users and Comp

i 2
windav, vcUpdater Properties 1 _|i|

e = Em

E | > Terminal Services Profile | COM+ I Exchange General

| S =]

[ saved Queries

E@ sbs.local

Fe-(Z1 Builtin

@ MyBusiness

a Users

1

@ Active Directory Users and Comg

E-mail Addreszes I Exchange Features I Exchange Advanced
General | Addiess I Account I Prafile I Telephones I Organization
tember OF | Dial-in I Enwironment I Sessiong I Remate contral

Member of:
{21 Computers = —
€3] Domain Controllers Mane | Active Directary Folder
{3 FereignsecurityPrincipals Dlamain Admins shslocalsers
1 Domain Uzers shz lozal/Uzers

Bemove |

-lal =]
=10l x|

JSETE

B

Frimary groLip: Domain Lsers
E e T There iz ho negd to change Frimary group u_nless
_—Hl you have Macintosh clients or POSE<-compliant
applications.
{ oK. | Cancel | Apply | Help

|

@l
i.'BStart| REF"]

11. Click "OK".

J I@ Active Directory User... @ Password Generator - Ex, .. |
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4% Active Directory Users and Computers

<5 Bl Action Wiew  Window  Help

= | Ame @B 2 eBbTEe

@ Active Directory Users and Computer: | sbs.local & objects
(1] Saved Queries

[ame: | Tvpe | Descripkion

Delegate Contral, . builtinCramain
Find... ers Container Default container Far upgr...

Connect ko Domain. .. Controllers Crganizational ... Default container For dom. ..
Connect ta Egmain Contraller. . SecurityPrincipals  Conkainer Default conkainer For secu...
R_aise Domain Functional Level. .. E55 Organizational ...  Default arganizational unit..
anrations Masters. .. Conkainer Default container For upar...

Hew
Al Tasks

Miew
Mew Window Frorm Here

Refresh
Expork List...

Properties

Help

1 | i3

|Opens property sheet For the current selection.

ﬁStartl J @' @ J I@ Active Directory User... ' gg @

12. Next, the newly created account must be granted permission to run as a service and to prevent it from
interactive logins. Right-click on the domain or OU to which the account belongs and select properties.
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-{4" Active Directory Users and Computers

@ File Action Wiew MWindow Help
P S I M s ioce Proveries

@ Active Directory Users and Comp Beneral | tanaged By I Group Policy I
[+ Saved Queries

E‘@ shs.local 1 zhz local
=[] Builkin

21X

[ Computers

Domain name [pre-windows 2000]: ISBS

Descriptian:

Domain functional level:
Wwindows 2000 native

Forest functional level:
Windows 2000

Cancel |

Apply

ﬁStartl J @ 6 “@ Active Directory User...

13. Click on the "Group Policy" tab.
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-{4" Active Directory Users and Computers

@ File Action Wiew MWindow Help
PSS el R e oo rrovertes TR

Generall Managed By Group Policy |

@ Active Directory Users and Comp
[+ Saved Queries
El@ shs.local r'ou have installed the Group Policy Management snap-in, 2o thiz tab iz no
-3 Buikin longer used.
[ Computers
5] Domain Controllers To open Group Policy Marnagement, click Open.

D ForeignSecurityPrincipals
[&] MyBusiness

Cancel | Apply

vasas

ﬁStartl J @ 6 “@ Active Directory User...

14. Click “Open”.
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Q[E File Action Yiew Window Help | =] x|
& = | X @2
BE roup Policy Management Default Domain Policy
B- ﬁ Forest: sbs.local S cope | = . :
B @ Domains p eta|ls| Settlngsl Delegahonl
Eﬂ sbs.loca| Links
¥ 0efaulk Dornain Palicy : H TS R
S b Dizplay links in thiz location: Isbs.lncal j
-5 small Business Server Client ¢ | Lhe follawing sites, damains, and OUs are linked ta this GPO:
,ﬁ- Small Bus?ness Server Domair Lo | Enfnrcedl Lirk Enabledl Path
5§ Small Business Server Interne @ <bs lonal No . ry—
-5 Small Business Server Lackou :
55‘ Small Business Server Remoke
5 Small Business Server Windou | | _>|
(€3 Domain Controllers i
#-[£3] MyBusiness Security Filtering
(&8 Service Accounts The gettings in this GPO can only apply to the: following aroups, users, and computers:
[ Group Policy Objects
- % WM Filters Leme |
-7 Sites Authenticated Users
';, Group Palicy Modeling
13 Group Policy Results
Add... Bemove | Eroperties |
1
WMl Filtering
Thiz GPO iz inked ta the fallowing Wil filter:
|<nnne> j Open |
‘| | ]

15. Expand the domain node by clicking on the + to the left. Click the appropriate domain policy to select
it. Close any informational dialogs that may appear. Note: Sites can use group policies already in
place or call OIT to request a GPO to be created for them.
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$1: Group Policy Management M=l B3

E[AE File  Ackion  Wiew  window  Help | iy |
& = | | X [ 2
EE Group Policy Management Default Domain Pulic:y
= _ﬁ Forest: sbs.local : : :
i = @ Drains Scope |Detalls| Sethngsl Delegatlnnl
=- @ﬂ shs.local Links
& WIHS e I - | bs local =
&5 small Business Enforced sitez, domaing, and Oz are linked to this GRO:
=R .. w Link Enabled
'g_ 22::: e [ Erforced [ Link Enabled [ Path
R | — Mo Yes shz local
§~ Sma:: Bus!nesf Yiew »
Ee gma" :usmes Mew window From Here | ﬂ
igh Small Busines:
#-[&3] Domain Contr Delete |
-8 MyBusiness Rename tering
(53] Service AccoL Riefrash thiz GPO can only apply to the following groups. users, and computers:
[ Group Policy ¢
- % WMIFiters | Help |
-7 sites Y AnrErcated Ll sers
';, Group Policy Modeling
-3 Group Policy Results
Add... Bemove | Broperties |

Wl Filtering
Thiz GPO iz linked ta the following Wil filker:

|<n0ne> j Dper |
<] | |

|Open the GPO editar | |

16. Right-click the entry and select “Edit” from the popup menu. Dismiss any informational dialogs that
may appear.
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T Group Policy ObjectEditr =] '

File  Action  Wew Help

o |m B[ 2

-::; Default Domain Falicy [sbsl.zbs.loc & Default Domain Policy [sbs1.sbs.local] Policy
= @ Computer Configuration

-] Software Settings Select an item to view its description. Halile |

B D W|n|:.|0.ws Sn?ttlngs Computer Configuration
&[] Administrative Templates

@ User Configuration @User Configuration
E|[:| Software Setkings
ED Windows Settings
-[_1 Administrative Templates

1] | _’i Extended 4 Standard /

17. Under Computer Configuration, click the + to the left of the Windows Settings node to expand it.
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"Hi Group Policy Object Editor M=l E3
File  Action  View Help

- BB R
fj =18 .

Computer Configuration
'I'_;'l D Software Sett_mgs Select an item to view its descripion, Name |
=@ Viiridoses Setiings Cnmputer Configuration

=] Scripts (Startup/Shutdo

B-F Security Settings @User Configuration
ElCl Administrative Templates
Ei@ User Configuration
&1-(Z] Software Settings
-] Windows Settings
) [ Administrative Templates

5 Default Domain Policy [sbs1.shs.local] Policy

1] | 1 Extended Standard /

18. Click the + to the left of the Security Settings node to expand it.
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':m Group Policy Object Editor [_ (O]
File.  Action Wiew Help

- || 2B 2

Default in

E Default Domain Policy [sbs1.sbs.local] Policy

-] Software Settings

e 3 : Select an ikem tao view its description, Mame I
=[] Windows Settings

(A Computer Configuration
User Caonfi i
i St @ ser Configuration

& Local Policies
=] Event Log
@ Restricked Groups
(8 system Services
+-{_& Registry
-8 File System
B wirelass Metwork (T
(2 Public Key Policies
-] Software Restrickio
g 1P Security Policies
-] Adminiskrative Templates
E@ User Configuration

-] Software Settings

-] Windows Settings

] -] Administrative Templates

0 | 21 Extended A Standard 7

19. Click the + to the left of the Local Policies node to expand it.
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File: | Action  Miew  Help

= W EB| 2

5 Default Domain Policy [sbs1.shs.local] Policy

EID Software Settings
HD Windows Settings

2l account Policies
Local Policies

Select an item bo view its description, Mame I
2R Computer Configuration
@ User Configuration

{8 Restricked Groups
(8 System Services
o[ Registry
-8 File System
B wireless Metwork (1
(L Public Key Policies
(L] Software Restriction
g IP Security Policies
(L1 Administrative Templates
E@ User Configuration

&1-(Z] Software Settings

(L] Windows Settings

el [ Administrative Templates

_‘J—I LI Extended A Standard /

20. Click the User Rights Assignments node to select it.
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File  Action  ¥iew Help

&= BmE XB| 2
f—jDefaultDomainPolicy[sbsl.sbs.loc Palicy 7 |P|:|Iic Setting I =

E'@ Computer Configuration Access this computer From the netwark Mok Defined
= [;;I Software Sett.mgs [28] act as part of the operating system Mok Defined
- |ndows Settings [R¥]add workstations to domain Mok Defined
|| Seripts (StartupShukda

@ndjust memoty quokas for & process Mok Defined

' 'Secilct:ni::tllﬁnnglliiies @nllow log on locally Mok Defined
E g Local Palicias @Allow log on through Terminal Services Mok Defined
#1-28) Audit Palicy Back up files and direct.ories Mok DeF?ned
= |y Rights Assignment 1255 traverse checking Mok Defined
[+ 28 Security Option g]_hange the system time Mok Defined
& gﬂ Event Log @_{]Create a pagefile Mok Defined
[ Restricted Groups Create a token object Mok Defined
-C8 System Services | | @8] Create global objects Mok Defined
- Registry @Create permanent shared objects Mok Defined
-8 File System [&8]Debug programs Mak Defined
- wireless Metwork (T Denv access ta this computer fram the netwark. Mok Defined
B[ Public Key Policies [B8]0eny log on a5 a batch job Mot Defined
=- Softwarg RESt_”_Ct'D' Denv log on as a service rok Defined JH
: []""g Ip S.EC"""W Policies [B¥]Deny log on lacally Mok Defined
. ;‘%D Admll;!stratl\.\-'e Templates @Denv log on through Terminal Services Mok Defined
B 5 Coehemn |gurat|0|l1 [28]Enable computer and user accounts b be tru... Mok Defined
-] Software Settings = :
I'ﬂ 5 Windows Settings @Force shutdown from a remote syskem Mok Defined
i it ; : @Generake security audits Mok Defined
[+ Adrinistrative Templakes 4
Impersonate a client after authentication Mok Defined
[ﬁ_l_{]lncrease scheduling priority Mok Defined
Load and unload device drivers Mok Defined

Y — T - i hieAe 5
| |

21. Locate the “Log on as a service” policy in the right pane by scrolling down the list.
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':m Group Policy Object Editor | _ (O] x|

File.  Action View Help

e» | EE X EB|2

jij' Qefault Damain Policy [sbsl.sbs.loc | Policy  # | Palicy Setting I A|
EQ Compiter Configuration [&¥] Create global objects Mok Defined
E:) D Software Settings @Create permanent shared objects Mok Defined
= D Windou.\ls Settings @Debug programs Mot Defined
Scrlptls (Start,Up'IIShUth @Deny access ko this computer from the network. Mok Defined
=8 ._SECUI‘ItV SEttlng,s, @Deny log on as a bakch job Mok Defined
MBS @Deny log on as a service Mok Defined
Local Policies ;
Deny log on locally Mok Defined
@Deny lg on through Terminal Services Mok Defined
& @Enable compuber and user accounts to be tru,,, Mok Defined
& EE Event Log @Force shutdown from a remote system Mok Defined
H-_8 Restricted Groups @Generate security audics Mok Defined
IE {28 System Services @Impersonate a client after authentication Mok Defined
E {8 Reqistry @Increase scheduling priority Mok Defined
IE {J& File System [#¥]L0ad and unload device drivers Mok Defined
E-Y wireless Metwark (T |[38]Lock pages in memory Mok Defined
(L3 Public ey Policies @Log on as a batch job Mok Defined
+)-(_] Software Restriction
i 'g IP Securiby Policies 1 |fex Manage auditing and security log Mok Defined
1] Adrinistrative Templates @Modify firmware environment values Mok Defined
E@ User Caonfiguration I ] ]
i ; ite| Perfarm volume maintenance tasks Mok Defined
_Iﬂ u SDlFtware Sett.lngs @Proﬁle single process Mok Defined
-] Windows Settings = : 2
@ A Administrative Templstes F‘roFlIe system performance Mok Defined
Remove computer from docking station Mok Defined
@Replace a process level token Mok Defined
[R8]restare files and directories Mok Defined b

@Shut down the syskem Mok Defined
o0 | | e e e d

22. Double-click the “Log on as a service” entry to view its properties.
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"t Group Policy Dbject Editor

File  Action  Wiew Help

I =] B

« = |B@E| X

_E-j Defaulk Domain Policy [sbsl.sbs.loc
EI@ Computer Configuration

(2] Software Settings

B[] Windows Settings

=] Scripts (StartupfShutda
Security Settings

-2 Account Palicies

- 2a Local Policies

e Lser Rights Ass
[+ ge] Security Option

]--5 Event Log

f-|_8 Restricted Groups

b8 system Services

f- 8 Registry

f- 8 File System

H-F Wireless Metwork (1

tl-[1 Public Key Policies

[ Software Restriction

[]—-'@ IP Security Policies

B[] Administrative Templates

I'_—'Iﬂ Iser Configuration

-7 Software Settings

[ Windows Settings

[:I &dministrative Templates

[
[
[
[
[
[
[
[

i . :
Log on as a service Properties TEX

Security Policy Setting |

C 44 Logonasaservice

lig'—i

[ Define these policy settings:

Add UseronGroups. Femove

(1] I Cancel Apply |

T DETINET
Mot Defined

Rlal Foalie o d

Shut down the system
[om -, .

23. Check the “Define these local policy settings” checkbox.
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File:

Ackion

7 Group Policy Object Editor

View  Help

=13

e = @@ X5

B[

_=:_j Defaulk Domain Policy [sbs1,sbs.loc
= Computer Configuration
- software Settings

#-2g Account Policies
- &ef Local Policies

& Audit Policy
User Rights fss
=8 Security Option
]--5 Event Log

-[_8 Restricted Groups
7L System Services
78 Registry

-8 File System

H- 1 wireless Metwork (I
7 -[_1 Public Key Policies
7-[_] Software Restriction
[]--‘.g IP Security Policies

[
[
£
£
£
£
£
£

(1] Administrative Templates
I':'I@ User Configuration

G- Software Settings

<[] Windows Settings

[ Administrative Templates

Security Policy Setting |

| Lc-g 0 3% 3 FEIVICE
=0
=

v Detfine these policy settings:

Log on as a service Properties ThX

Add

Wzerar Group...

Hemoye

] Shut dow

o |

Cancel

Apply

CINLSRElg—maniy -

n the syskem

R i = L

i L,

UL el
Mok Defined

Rlak FaCie - d

24. Click “Add User or Group”.
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"t Group Policy Object Editor

File  Action Yew Help

=] E3

o =

EI@ Compuker Configuration
- Software Settings

Ej' Default Domain Policy [sbsl.sbs.loc

[ Windows Settings

1) scripts (Startup)Shutde
~HP Security Settings
-2 Account Policies
=1- ] Local Policies
= Audit Policy
8] User Rights Ass
+ =g Security Option
]5 Ewent Log
78 Restricted Groups
78 System Services
f-_8 Registry
-8 File: Syskem
(-t Wireless Metwark (T
-] Public Key Policies
-2 Software Restriction
I:I--‘.g IP Security Policies
- Administrative Templates

[
[
[
[
[
£
[
[

I'_—'Iﬁ User Configuration

] Software Settings
[ Windows Settings
[ Administrative Templates

KT — )i

Security Palicy Setting |

fig_-ii

¥ Define these policy zettings:

Log on as a service

2 Log on as a service Properties il

Add User or Group EE3

Uzer and group names

Browsze ... |

[ I Cancel |
Add User or Group... | Hemove |
QK Cancel Apply |

[LER Sl man g

Shut down the swstem

I e ol dim b

e daba

UL LTI

Mot Defined

Blab Fuafim

25. Click “Browse”.
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"t Group Policy Objeck Editor

File  Action Mew Help

e = | BE|XHFE| @

Ej' Defaulk Domain Policy [sbsl.sbs.lac
EIQ Computer Configuration
[ software Settings
=[] Windows Settings
=]| Seripts (Startupishutdo
Security Settings
=-Ed Account Policies
(=128 Lacal Policies
=] Audit Palicy

=] User Rights Ass
7] Security Option

Event Log

-8 Restricted Groups
B8 System Services
=8 Registry

& & File System

MY Wireless Metwork (1
-2 Public key Policies
[-[21] Software Restrictiol
[]---.g IP Security Policies .
-] Administrative Templates
EI@ User Configuration

G- Software Settings

; [ Windows Settings

-] Administrative Templates

B

& R ESLUTE TIES dEd UIrE L LUrTE!
ﬂ |Shut down the system

Log on as a service Properties i |

Security Palicy Setting |

¥ Define these policy settings:

Add User or Group 2] x| |

Select Users, Computers, or Groups

Log on az a service

Select this object tupe:

IUsels, Groupsz, or Built-in zecurity principals

Erom this location:

Isbs.local

Enter the ohject names to select [examples):
vl pdated

Advanced... | 0k I

Object Types... |
Locations... |

Check Mames |

Cancel |

g

0k Cancel | Apply |

FUCLETITEg

Mot Defined

O o el s i s e s i mion el Blek P Cima

26. Enter the name of the newly created account in the edit box. Then click “Check Names”.
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Eile  Action Wiew Help

“in Group Policy Dbject Editor

I =] 3

e« = | BE| Xk @

-_E_j Default Domain Palicy [sbs1.shs.loc
EI@ Cormputer Configuration
-] Saftware Settings

=2 Windaws Settings

Security Policy Setting |

Security Setkings
Account Policies

Log on as a service
Scripks (StartupiShutdo lg‘

[V Define these policy settings:

Log on as a service Properties 7| x

Local Policies

ﬁ Event Log
8 Restricted Groups

Select this object type:

Audit Policy l |
User Rights Ass Add User of Group |7 x|

Security Cpkion Select Users, Computers, or Groups

8 system Services
8 Reqistry S
(8 Fie System Erom this location:

ILIsers, Groups, or Built-in security principals

Y wireless Metwark (1 ISbS-|DC~3|
(27 Public Key Policies il

(1] Software Restrictial Enter the object names to select [examples]:

@ IP Security Policies 1 velpdater [vcUpdatern@sbs. locall|

&-[27] Administrative Templates
I'_—'Iﬁ Iser Configuration

2] Software Settings

2] Windows Settings

+-[_ 7] Administrative Templates I

Advanced... |

]

Object Tupes...

Locations...

Check Mames

FEE

Cancel

0Ok

Cancel | Apply

E:I Shut down the system

FESLUFE THES diTd UirELLUre:

R 1

HUCLETIrEg

Mot Defined

LTI SN |

27. Click “OK”.
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i Group Policy Object Editor

File  Action  Miew Help

& = | B |2
=} Defaulk Domain Policy [shs1.sbs loc | |

L—‘_I@ Computer Configuration Security Policy Setting |
-] Software Settings

51 Windows Settings Log on as a service
=] Scripts (Skartupshutda kg‘

-Ei Security Settings
Account Palicies ¥ Define these policy settings:

L——_Ig Local Policies

2] audit Policy

User Rights fiss

=8 Security Option

]5 Ewvent Log

H-[_8 Restricted Groups

]--@ System Services

]--@ Regiskry

1@ File System

7 -F wireless Network (1 ok |

H-[_ 7 Public Key Policies

H-[_ ] Software Restrickio

-8, 1P Security Policies |

#-[27] Administrative Templates

EI@ User Configuration

(2] Software Settings

[ windows Settings

(7] Administrative Templstes

Add User or Group EiE3

Uszer and group names
ISES\\"CU pdater

Cancel

E
E
E
E
E
E
E
E

Add User or Group... I Hemaye |

0k Cancel Apply |

'I'me:: TOTE TIES o7 I O BT e, T CETT e
Shut down the system Mok Defined
K I 1| b T b g il

28. Click “OK”.
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"t Group Policy Object Editor M=l B2

File  Action  Wiew Help

&= |BEXEE| 2
I =
=

_E-j Defaulk Domain Policy [sbsl.sbs.loc

=3 Computer Configuration Securty Policy Setting |

[l-[_] Software Settings

EI[:I Windows Settings Log on as a service
Scripts (StartupyShutdo lig‘

-5 Security Settings S ; L
g Account Policies [v Define these policy settngs:

[=]- =gl Local Policies B wolpdater
[ ged Audit Policy
¢ User Rights Ass
[+ =gl Security Opkion
]--5 Event Log
f-|_8 Restricted Groups
b8 system Services
f- 8 Registry
f- 8 File System
H-F Wireless Metwork (1
tl-[1 Public Key Policies
[ Software Restriction
[]—-'@ IP Security Policies Add User ar Group... I
B[] Administrative Templates
I'_—'Iﬂ Iser Configuration
B1-[C1] Software Settings
7171 Windows Settings
[:I &dministrative Templates

[
[
[
[
[
[
[
[

Femove

(0] Cancel Apply |

T DETINET

Shut down the system Mot Defined LI

T S S O SO U Rlal Foalie o d

29. Click “OK”. For improved security, at this point you may also want to add the “Deny log on locally”
policy. This will prevent this account from ever being used for interactive logons. To do this, return to
step 22 and follow the same procedure but instead selecting the “Deny log on locally” policy from the list.
This completes the creation of the service account. You may close all remaining open dialogs at this
time.
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B. Modify the vcUpdaterService_Silent_x.y.msi Properties Table using Orca

Active Directory Users
and Computers

.ﬁ Server Managemenkt

Command Prompt

{ "-. Ll
& { Windows Explorer

% Administrative Tools

-
};‘é Printers and Faxes

Symankec Syskem Center
Consale

Motepad
L’e Internet Explarer
@ Shaortcut ko weManager. exe

all Programs  #

@ Help and Suppart
p Search

) Run...

[#/stare (5} @&

¢ B e

=
-

« Wl oW 12:39FM

1. Open Orca from the Start menu.
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® %

NEnks Bckiv
Direcka

ntitled - Orca

File Edit Tables Transform Tools Wiew Help
D= &)z =2 =
| Tables |

Tahles: 0 [ table is selected, [ calumn is selected,

Ej‘Startl & & IﬂUntitled—Drca Vg @| L7

2. Click the folder icon.
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Look jr: | £ mei
My Recent Documents
Desklop
ty Documents
a ty Computer
J 3% Floppy (4]
e Local Digk [C:]
(=3 YueCentric
[ EHR
g
2 CD Drive (D)
‘Q tdy Metwork Flaces

File: narme: I j Open I
Files of type: IInstaIIer Database Files [*.msi, * msm, *.pcp. ".mj Cancel |

[~ Open as read-only

A

=
-

« N W 1233

ﬂfStartl & & IﬂUntitled—Drca Vg @| L7

3. Select the location of the vcUpdaterService_Silent_x.y.msi file.
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5-.,.-|:I_I|:||:I.atEer'_:uar'-.-'inza_'_:uilent_l V2 M5

File: narme: Ich pdaterService_Silent_1.2.mgi j Open

Files of type: IInstaIIer Database Files [* msi, * msm, *pep. ".mj Cancel

[~ Open as read-only

ﬂfStartl & & IﬂUntitled—Drca Vg @| L7

=
-

« W Bl 1235

4. Select the vcUpdaterService_Silent_x.y.msi file and click open.
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vcUpdaterService_Silent_1.2.msi - Orca

File Edit Tables Transform Tools Wiew Help
D||E| #|E=|e]F] %= =%
Tables [

ActionText
AdminExecuteSequence
AdminUISequence
AdvtExecuteSequence
AdvtlISequence
Aappld

AppSearch

BEonkrol

Bilboard

Binary

BindImage

CiZPSearch

CheckBox

Class

ComboBo
CompLocator

Complus

Component

Condition

Control LI

Tables: 86 Mo table is selected. [No column is selected.

Ej‘Startl & & IE;chpdaterService_Sil... Z @| Q% « WM W 1235 PM

5. Scroll down to the Properties Table.
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Jacurents
i

cUpdaterService_5silent_1.2.msi - Orca

File Edit Tables

Transform  Tools

Wiew  Help

D] 5[]z

| #|=|e| ==

Tables

[~]

Property

| Value

MsifsseniblyMane
MsiDigitalCertificate
MsiDigitalSignature
MsiFileHash
MsiPatchHeaders
QDBCAtkribute
QDBCDataSource
QDBCDriver
CDBCSourcektribute
CDBCTranslator
Patch
PatchPackage
Progld
Properky
PublishComponent
R.adioButton
Feglocakar
Reqistry
Removefile
RemovelniFile
Tables: aa

[ |

E;‘Start' G &

6. Select the Properties Table.

I £% vcUpdaterService_Sil..

UpgradeCode
Productiame
ProduckZode
Produckyersion
ranufacturer
ARPCOMTACT
ARPCOMMENTS
ARPURLINFOABOUT
ProductLanguage
LIMITUI

ALLUSERS
Securei_uskomProperties
WSDMETIURLMSG
WSDIISMSG
WSDUIAMDADYERTISED
WSDMETMSG
WSDINWALIDURLMSG
YWSDWERSIONMSG
ARPNOMODIFY

{68B8ASF1-8092-4ASE-B6SF-EE9ZBCBE.

YueCentric Updater Service

{D1C71IFCE-BD34-4CES-3C58-D01C2A..,

1.2
Medsphere

Medsphere Systems Corparation

YueCentric Updater Service
v, medsphere. com

1033
1
2

PREVICUSYERSIOMSIMSTALLED; MEWE. ..
This setup requires the \MET Framewark. ..
This setup requires Internet Informatio. ..
This advertised application will not be in. ..
This setup requires the \MET Framewark. ..
The specified path [2]' is unavailable. T...
IUnable to install because a newer versi, .,

1

|Pr0perty - 19 rows
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File Edit Tables Transform Tools

Wiew  Help

D] =] [ ]| e]E:

| #|=|e| ==

Tables

[~]

Property

| Value

MsifsseniblyMane
MsiDigitalCertificate
MsiDigitalSignature
MsiFileHash
MsiPatchHeaders
QDBCAtkribute
QDBCDataSource
QDBCDriver
CDBCSourcektribute
CDBCTranslator
Patch
PatchPackage
Progld

PublishComponent
R.adioButton
Feglocakar
Reqistry

Pl mEile

=

ProduckZode
Productyersion
ranufacturer
ARPCOMTACT
ARPCOMMENTS
ARPURLINFCABOUT
ProductLanguage
LIMITUI

ALLUSERS
SecureiustomProperties
WSDMETURLMSG
WSDIISMSG
WSDUIAMDADYERTISED
WSDMETM3G
WSDINYALIDURLMSG
WSOWERSIONMSG
ARPNOMODIFY

1

{01 CT1FCE-BD34-4CEI-8C55-DO1C2A,
1.2

Medsphere

Medsphere Systems Corparation
YueCentric Updater Service

v, medsphere. com

1033

1

2
PREVYICUSYERSIOMSINSTALLED; MEWE.
This setup requires the MET Framewark
This setup reguires Internet Informatio.
This advertised application will nat be in,
This setup requires the MET Framework
The specified path T2] is unavailable, T,
Unable ba install because a newer wversi,
1

Tables: 36

[Property - 19 rows |Property - String[72], Key

=
-

« W Wl 1244 P

I £% vcUpdaterService_Sil...

E;‘Start' G &

7. Scroll to the bottom of the Property Table.

=1
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Jacurents
i

cUpdaterService_5silent_1.2.msi - Orca

File Edit Tables

Transform  Tools

Wiew  Help

O|=[E] %2l ==e]| ==

Tables

[~]

MsifsseniblyMane
MsiDigitalCertificate
MsiDigitalSignature
MsiFileHash
MsiPatchHeaders
QDBCAtkribute
QDBCDataSource
QDBCDriver
CDBCSourcektribute
CDBCTranslator
Patch
PatchPackage
Progld

PublishComponent
R.adioButton
Feglocakar
Reqistry

Pl mEile

=

ProduckZode
Productyersion
ranufacturer
ARPCOMTACT
ARPCOMMENTS
ARPURLINFCABOUT
ProductLanguage
LIMITUI

ALLUSERS
Securei_uskomProper
WSDMETURLMSG
WSDIISMSG
WSDUIAMDADYERTIS
WSDMETM3G
WSDINYALIDURLMSG
WSOWERSIONMSG
ARPNOMODIFY

[ Yalue
Errars, ..

ik Cell

Capy Cell

Paste cell

Paske et G0
Import Text Fle...

kel +
ZEr|HC
CErl
Chr|+G

Zuk Rowls)
Copy Bovis)
Paste Raws)

Chrl+-Shiife+-
Chr|4-SHibEA-C
Chrl -5k

Add Row
Drop Row

Chrl+R

Wigw in Becimal
Siew in Hexadesimal

-D01C2A,

ED;NEWE.
Frarmewark
nformatio.
| nok be in,
Framewark

ailable, T,
et versi,

1

Tables: 86 [Property - 19 rows |Property - String[72], Key

E;‘Start' G &

8. Right Click on the right pane and select "Add Row".

I £% vcUpdaterService_Sil...

& E3| ﬂ-‘f’ « W MW 1zasem
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File Edit Tables Tranzfarm  Tonls  Wie

D[]

Add Row

Mame | Walue

MsifssermblyMarn (Ej Froperty FBC58-D01C2A,
MsiDigitalCertific
MsiDigitalSignatL
MsiFileHash poration
MsiPatchHeader: ice
QDBCAtkribute
QDBCDataSoure
QDBCDriver
QDBCSourcedth
QDBCTranslator TALLED; MEWE.,

Patch [ el MET Framewark

PatchPackage Froperty - Stinal72]. Required niet Informatio.
Progld LUSERNAME on will nat be in,
MET Frarmework
PublishCompone k unavailable, T,
R.adioButton ok I Careel | E 3 newer versl,
Feglocakar
Reqistr

o i o | K3

Tables: 86 [Property - 19 rows |Property - String[72], Key

Walue

=
-

&fStartl & & Ie; vcUpdaterService_Sil... Z @| (7} « Wl ol 1245 PM

9. Type "USERNAME" and press Enter.
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-vcUpdaterService_Silent_1.2.msi - Orca

File Edit Tables Tranzfarm  Tonls  Wies  Heln

D]

Add Row

Mame | Walue

MsifssermblyMarn (Ejpmpelt_l,l USERNAME FBC58-D01C2A,
MsiDigitalCertific
MsiDigitalSignatL
MsiFileHash poration
MsiPatchHeader: ice

QDBCAtkribute
QDBCDataSoure
QDBCDriver

QDBCSourcedth
QDBCTranslator TALLED; MEWE.,

Patch [ el MET Framewark

PatchPackage Yalue - Localizable String[0], Required et Infarmatio.

Progld shaheclpdated on will nok be ink.
MET Framewiar]

PublishCompone k unavailable, T,
R.adioButton ok I Careel | E 3 newer versl,
Feglocakar

Reqgistr
e Jod | KA

Tables: 86 [Property - 19 rows |Property - String[72], Key

Walue

=
-

Ej‘Startl @ =] Ie;chpdaterService_Sil... Z Ea| (7]

« Wl W 1247 M

10. Type the name of the service account prefixed by the domain name and press Enter.
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File Edit Tables Transform Tools

Wiew  Help

E;‘Start' G &

11. You have now added the username.

D|S|=| 4|5 25

| =] =2

Tables

[~]

Property

| Value |

MsifsseniblyMane
MsiDigitalCertificate
MsiDigitalSignature
MsiFileHash
MsiPatchHeaders
QDBCAtkribute
QDBCDataSource
QDBCDriver
CDBCSourcektribute
CDBCTranslator
Patch
PatchPackage
Progld

PublishComponent
R.adioButton
Feglocakar
Reqistry
Removefile
RemovelniFile
RernoveRegistry
Dacarsainet

Tables: 86

[ |

I £% vcUpdaterService_Sil...

UpgradeCode
Productiame
ProduckZode
Produckyersion
ranufacturer
ARPCOMTACT
ARPCOMMENTS
ARPURLINFOABOUT
ProductLanguage
LIMITUI

ALLUSERS
Securei_uskomProperties
WSDMETIURLMSG
WSDIISMSG
WSDUIAMDADYERTISED
WSDMETMSG
WSDINWALIDURLMSG
YWSDWERSIONMSG
ARPHOMODIFY
USERMAME

{6EBSASF 1-5092-4A5E-BASF-EE92BCEE. ..
YueCentric Updater Service
{D1C71FCE-BD34-4CE9-BCS6-D01C2A, .,
1.2

Medsphere

Medsphere Systems Corparation
YueCentric Updater Service

v, medsphere. com

1033

1

2

PREVICUSYERSIOMSIMSTALLED; MEWE. ..
This setup requires the \MET Framewark. ..
This setup requires Internet Informatio. ..
This advertised application will not be in. ..
This setup requires the \MET Framewark. ..
The specified path [2]' is unavailable. T...
IUnable to install because a newer versi, .,

|Pr0perty - 20 rows
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cUpdaterService_5silent_1.2.msi - Orca
File Edit Tables

D(z(@| » || el %|=e| ==

Transform Tools  Wiew Help

E;‘Start' G &

Tables

[~]

Property

| Value

MsifsseniblyMane
MsiDigitalCertificate
MsiDigitalSignature
MsiFileHash
MsiPatchHeaders
QDBCAtkribute
QDBCDataSource
QDBCDriver
CDBCSourcektribute
CDBCTranslator
Patch
PatchPackage
Progld

PublishComponent
R.adioButton
Feglocakar
Reqistry
Removefile
RemovelniFile
RernoveRegistry

Recarvai”nck

Tables: 86

[ |

I £% vcUpdaterService_Sil...

UpgradeCode
Productiame
ProduckZode
Produckyersion
ranufacturer
ARPCOMTACT
ARPCOMMENTS
ARPURLINFOABCL
ProductLanguage
LIMITUI

ALLUSERS
SecureiuskomProp
WSDMETIURLMSG
WSDIISMSG
WSDUIAMDADYERT
WSDMETMSG
WSDINWALIDURLM®
YWSDWERSIONMSG
ARPNOMODIFY

{6AESASF1-3092 -4A5E-BASF-EEAZBCRE, .
YueCentric Updater Service
{017 IFCE-ED34-4CES-5C58-D01C2A, .,

Errors. ..

Zuf Cell

Capy el

Baste Cell

Faste Mew GUID
Impaort Texk File. ..

Chr|+
CEr
Chr|
CEr G

Cuk Rowis)
Copy Row(s)
Faste Rowis)

Cerl+Shift+3
Chrl4+Shift+C
Chrl+ShifE+-!

Add Row
Drop Faow

Chrl+R

Wiewin Becimal
Wiew in Hexadesimal

LLED; MEWE. ..
T Framework. ..
& Informatio. ..
will nok be in..
T Framewoark., ..
nawailable. T...
MEwEr Versi, .,

|Pr0perty - 20 rows

12. Right-click on the right pane and click "Add Row".
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File Edit Tables Transform Tools Wiew Help

D|g,~|;|| bl el et el =l otlmd |

d Row

B6SF-EE92BCEZ. .

MsidssennblyMar
MsiDigitalCertific ice
MsiDigitalSignatL ? Property LBC558-D01C2A, .,
MsiFileHash Walue
MsiPatchHeader:
QDBCAtkribute poration
QDBCDataSoure ice
QDBCDriver
QDBCSourcedth
CDBCTranslator
Patch
PatchPackage — Calurnn TALLED;MEWE. ..
Progld Property - Sting[72]. Required MET Framewark. ..
: net Informatio. ..
PublishCompone PASSWORD| on will nok be in...
R.adioButton MET Framewark. .,
Reqglocator k unavailable. T...
Registry a. I Cancel | E & nEwer versi,..
Removefile
RemovelniFile LUSERINAIYIE
RemaoveReqgistr

Dn:nrunl‘_ngl' ! LI

Tables: 86 |Pr0perty - 20 rows Property - String[72], Key

Mame | Walue

&fStartl & & Ie; vcUpdaterService_Sil... Z E3| (7} « WM W 1249 PM

13. Enter PASSWORD and press Enter.
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~*ycUpdaterservice_5silent_1.2.msi - Orca

File Edit Tables

Transform  Tools  Wiew  Help

0= &

MsidssennblyMar
MsiDigitalCertific
MsiDigitalSignatL
MsiFileHash
MsiPatchHeader:
QDBCAtkribute
QDBCDataSoure
QDBCDriver
QDBCSourcedth
CDBCTranslator
Patch
PatchPackage

R.adioButton
Feglocakar
Reqistry
Removefile
RemovelniFile
RernoveRegistry
Decerwei net

Tables: 86

Baron

I e = BT E=cu

Mame | Walue

| B6SF-EE92BCEZ. .

T Property PASSWORD

Y alue

ice
FECSE-D01C2A,.,

poration
ice

r Column
Walue - Localizable String[0], Required

TALLED; MEWE. ..
MET Framewark. .,
net Informatio. ..

=R e8DEy2"hE2W

on will nok be in. ..
MET Framewark. .,

o]

k unawailable. T. ..
Cancel | E & newer versi,,.

LIDERINSIYIE

[ |

IYCLIpOAarer

|Pr0perty - 20 rows

Ej‘Startl & & Ie;chpdaterService_Sil...

Property - String[72], Key

=
-

& Efl| (7 « W W 1zs0mm

14. Enter the password that is assigned to the user account and press Enter.

Note: passwords are stored as clear text. Therefore, the modified msi file should be kept in a secure
location. Do not leave the modified msi file in its original location as it may be overwritten by future

updates.
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msi - Orca

File Edit Tables Transform Tools

Mew

Qpen. ..

Save

Save As...

Save Transformed &5, ..
Claose

Wiew Help

Chrl+M
Chrl+-0r
Ctri+5

| value

1 wcUpdaterService_Silent_1.2.msi
2 wcllpdaterService_Silent_1.2.msi
3 wclpdatersService2. msi

4 EHR_Shorkcut2. msi

Exit

eCode
Tlame

Zode
Wersion
churer
MTACT
MMENTS
LINFOABOUT
Language

T

RS

{68B3ASF1-8092-4A5E-BASF-EE9ZBCEBE, .
vueCentric Updater Service
{D1CTIFCE-BD34-4CED-5CSE-DO1C2A, .,
1.2

Medsphere

Medsphere Systems Corparation
vueCentric Updater Service

v, medsphere, com

1033

1

2

PREYIOUSVERSIONSINSTALLED; MEWE. ..
This setup reguires the \MET Framework. ..
This setup requires Internet Informatio. ..
This advertised application will nok be in...
This setup requires the \NET Framewark. ..
WSDINVALIDURLMSG The specified path [2] is unavailable, T...
WSDYWERSIOMNMSG Unable to install because a newer versi. ..
ARPNOMODIFY 1

IJSERMAME sbswclpdater

PASSWORD 1

PatchPackage
Progld

SecureCustomProperties
WSDMETIURLMSG
WSDIISMSG
WSDUIAMDADVERTISED
WSDMETMSG

PublishComponent
RadioButton
Reglocator
Registry
Removefils
RemovelniFils
FemoveReqistry
||

Recare nck

Tables: 36

[Property - 21 rows |Property - Strina[72], Key

= |« BB 1z

I ¢% vcUpdaterService _Sil...

HHStart| & &

15. Click the file menu and select "Save". Then close Orca.

You have now readied the msi file with the necessary settings for unattended installation.
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C. Deploy the vcUpdaterService_Silent_x.y.msi via Group Policy

-{4" Active Directory Users and Computers

@ File Action Wiew MWindow  Help
e | am e FRB R aEavgn

@ Ackive Directory Users and Computer: | shs.local 6 objects

[:l Saved Parne | Tvpe | Descripkion

[ [ builtinCromain

DCnmputers Container Default container For upar...
Domnain Contraollars Organizational ...  Default container For dom, ..
[:IFDreignSecurityF‘rincipaIs Conkainer Default container For secu...
MyBusiness Organizational ... Default organizational unit..
[(AUsers Carnkainer Default container For upgr...

ﬂStartl J @' g J I@ Active Directory User... ' @! @

1. Open Active Directory Users and Computers.
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-.f Active Directory Users and Computers

@ File Action Wiew MWindow  Help

e« = AmEeTRE|2

edBvEn

@ Active Directory Users and Computer: | sbs.local & objects

D Saved Queries A

|T|:|e

| Descripkion

Delegate Contral. ..

Find...

Zonneck to Comain, ..

Connect to Domain Contraller, ..
Raise Domain Functional Level. ..
Operations Masters, ..

builtinComain
ers Caontainer

BecurityPrincipals  Conkainer

Caonkainer

Mew
All Tasks

View
Mew Window From Here

Refresh
Export List...

Froperties

Help

1 | i

Controllers Qrganizational ...

55 Qrganizational ...

Default container For upar...
Default conkainer For dam, .
Default container For secu...
Default organizational unit. .,
Default container For upgr...

|O|:|ens property sheet For the current seleckion,

ﬂStartl J @' g “@ Active Directory User...

vasas

2. Right-click on the domain or OU that should have the service deployed and select properties.
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-{4" Active Directory Users and Computers

@ File Action Wiew MWindow Help
P S I M s ioce Proveries

@ Active Directory Users and Comp Beneral | tanaged By I Group Policy I
[+ Saved Queries

E‘@ shs.local 1 zhz local
=[] Builkin

21X

[ Computers

Domain name [pre-windows 2000]: ISBS

Descriptian:

Domain functional level:
Wwindows 2000 native

Forest functional level:
Windows 2000

Cancel |

Apply

ﬁStartl J @ 6 “@ Active Directory User...

3. Click on the "Group Policy" tab.
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-{4" Active Directory Users and Computers

@ File Action Wiew MWindow Help
PSS el R e oo rrovertes TR

Generall Managed By Group Policy |

@ Active Directory Users and Comp
[+ Saved Queries
El@ shs.local r'ou have installed the Group Policy Management snap-in, 2o thiz tab iz no
-3 Buikin longer used.
[ Computers
5] Domain Controllers To open Group Policy Marnagement, click Open.

D ForeignSecurityPrincipals
[&] MyBusiness

Cancel | Apply

vasas

ﬁStartl J @ 6 “@ Active Directory User...

4. Click “Open”.
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51 Group Policy Management =l |

5@ File  Action Wiew ‘Window

Help

JSETET

¢ | a@EexFRE 2

EE Group Policy Management
= ﬁ Forest; sbs.local

=5 @ Domains
Eﬂ sbs local

& Small Busines
5.'. small Busines
-y Small Busines
iy Small Busines
1 Small Busines
iy Small Busines

MyBusiness

Linked Group Policy Objects | Graup Policy Inheritance | Delegation |

Edit...
Enforced

v Link Enabled

Save Repart. ..

| GPO

| Enforced | Link Enabled | GPO Status | wit

| Link Order =

Mewve Window from Here

[+-{£3] Domain Contr  pelete
e Rename
B @ Group PU'IEY' Refresh
[-12 WMI Filkers
-5 sites s
{4 Group Policy Modeling
{15} Group Policy Resulks
. | +

1

| 2

|Open the GPC editor

EErStart| | & &

J @ Ackive Directary Users a... | Dﬁ Group Policy Object Editor "5@ Group Policy Manage...

vasas

5. Right-click an existing policy and click edit or create a new policy. Dismiss any informational dialogs

that may appear.
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=101x]

'iiti Group Policy Object Editor
File: | Action  Wiew  Help
+ = ||| |2
:?5 Default Domain Policy [sbst.shs.loc 8 Default Domain Policy [shs1.shs.local] Policy
Computer Configuration
Marne |
Computer Configuration

=48
D Softysare Setirgs Select an item to view its description,
ﬁUser Configuration

(2 windows Settings

-2 Administrative Templates

=7 User Configuration
&[] Software Settings

B[] Windows Settings

[:I &dministrative Templates

4 | 1N Extended 4 Standard 7
! !
J <43 Active Directu:-...l ‘B Group Policy ... | 5 Group Palicy ... ”"& Group Policy... 5 Administrativ... | ¥Ee e

tf,.*Start| | & &
6. Expand the "Software Settings" folder under "Computer Configuration". Select "Software Installation".
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'iiti Group Policy Object Editor [ =10 x|

File  Action Wiew Help
@ = | &/m]| |2

::j Default Domain Policy [sbsl.sbs.loc | Mame  #
(= Computer Configuration
; @ There are no items to show in this view,

ED Software Settings
Package... |

| wersion | Deplovment state | Source |

'g Software installation
[2 windows Settings

! #-[Z7] Administrative Templates p—
Eﬁ User Configuration Paste
7] [_] Software Settings Refresh

(L] Windows Settings ; %
(-2 Administrative Templates Yiew

Arrange Icons  F
Line up Icons

Properties

Help

< | H
[Creates a new object in this container.

! !
i‘ﬁStartl J & &8 J <43 Active Directu:-...l ‘B Group Policy ... | 95 Group Palicy ... ”"& Group Policy... 5 Administrativ... | ¥Ee e

7. Right-click in the right pane and click "New", then click "Package".
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~i0ix
open 21|
= DeployedPackages j @ I} 3 v

% ty Fecent Documents |

Desklop
£} My Documents
a tdy Camputer
‘ﬂ 3% Floppy [&:)
e Local Disk [C:)
é CD Drive [D:]
‘g ty Metwork Places
ﬁ Entire: Metwork.
‘3 Ficrozoft Windows Metwork
¥y Sbs
i Sbsl
L WueCentic on Sbsl

=) EHR

ie,

| E
. 8

Fy IZ-:l-rr||:n.4ter

File niame: IEHH_ShortcutE. msi =l Open I
4 Carcel |
g

Files of twpe: IWindows Inztaller packages [*.msi)

l | B

|
ﬁStartl & & I%SMicrusuftManage... - Z @| 7 a"| €|« Lo

8. Browse to the UNC path of where the modified vcUpdaterService_Silent_x.y.msi was copied. Be sure
to use a UNC path name. Do not use local drive designations. Do not deploy the modified msi file from
its original location as future updates may overwrite it.
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‘i Group Policy Object Editor

=101 x|

open . .
Look in: IB DeployedPackages j Q lj % [~
S EHR_Shortcut_Silent_3.4.msi |
(] ie,
File narme: IVCUpdaterService_SiIentJ 2.z j Open I
Files of type: IWindows Installer packages (7 msi) 4 Cancel |
F

1] I &
| | |
QStartl @ =] I%SMicrusuftManage... ¥ é’ @| ﬁ a"| |« gg @' 1:01 PM

9. Select the modified vcUpdaterService_Silent_x.y.msi. Click "Open".
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=i

File  Action Wiew Help
@ = | &/m]| |2
Mame | wersion | Deplovment state | Source |
There are no ibems to show in this view,

f:j Default Domain Policy [sbs1.shs.loc
E@ Computer Configuration

. [ Software Settings
) . SOFtware installation

#-[2] Windows Settings
#-[Z7] Administrative Templates
Deploy Software 2 x|

E& User Configuration
7] [_] Software Settings
Select deployment method:

(L] Windows Settings
-] Administrative Templates

€ Published
™ Azsigned

Select this option to configure the Published or Azsigned oplions
and to apply modifications to a package.

ak. I Cancel

< | H
| ! !
ﬁfStartl J & &8 J <43 Active Directu:-...l ‘B Group Policy ... | 5 Group Palicy ... ”"& Group Policy... 5 Administrativ... | ¥Ee e

10. Select "Advanced" and click "OK".
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re are noikems to show in this wiew,

11. Click "OK".

64 of 98



'{iti Group Policy Object Editor 1O =|

File  Action  View Help

® = | @m| B @
jj' Default Domain Policy [sbsi.sbs loc | Mame £ | Version | Deplovment state | Source |
E!---@ Computer Configuration ﬂvuec.antric Updater Ser... 1.2 Assigned \15bs1ivueCentric\EHR DeplovedPa. ..

(L Software Settings

g Software installation
[ windows Settings

+1-(_1] Administrative Templates
=47 User Configuration

(L Software Settings

[ windows Settings
#-[_1] Adrmiristrative Templates

l | B

| | |
I!fStartl & & I%SMicrusuftManage... - g Ej| 4 a"| €| Bl oz

12. The package is now queued for deployment.
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D. Verify veUpdaterService_Silent_x.y.msi deployment on Client

Please wait. ..

Copyright & 1935-2001
Microsoft Corporatian

Inztalling managed software YueCentric Updater Service...

1. Deployment via group policy may take several hours to complete. To force an immediate installation,
simply reboot a selected workstation that is a member of the designated domain or OU. Then follow the
procedure below.
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Open
Explare
Search...
Manage

Map Mebwork, Drive, ..
Disconnect Mekwork, Dri've. n

Create Shorkout
Delete
Rename

Propertigs

distart| & (& HEY

2. On a client workstation, right-click on "My Computer" and click "Manage".
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-Ioix|
=] File Action  Miew Window  Help |;|i|i|
to [ BEB 2

npuker Managemsnt (Local) Kame

System Toals ﬁgSvstem Taols

@ Event Yiewer @Storage

L\l chared Foloers &Services and Applications
r-#7 Local Users and Groups

4 Performance Logs and Alerts
5, Device Manager

[—:I--& Skorage

[ Removable Storage

Disk Defragmenter

Disk Management

]--@ Setvices and Applications

ﬂStartl 5 @' IQ Computer Manageme...

3. Expand "Services and Applications" and then expand "Services".
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=

Filz  &ckion  Wiew

Window  Help

E Computer Management

=121 x|

JRETE

= | AEEFERE 2 > 80w

ki

|2

Extended >\ Skandard

‘g Computer Management (Local) Mame  ~ | Descripkion I Status | Starkup Type | Log O A5 I =
=R _E?n'stem TDD!S 48 Alerter Motifies sel. .. Disabled Local Service
G- {f] Event Yievier %Application Laver G... Providess.. Starked Manual Local Service
[]...E Shar;ed Foldersd %Application Manage... Provides s... Marwal Local Syskem
g@ :;DC:' Lhers aIE Groussm ; %Automatic Updates Enables th...  Started Autaomatic Local Syskem
_____ % Dee:izremr:;;:g;gs ANEHL %Background Intelig... Transfers ... Manual Local Syskem
[—j@ Bt %ClipBook Enables Cli... Disabled Local Syskemn
= Remavable Storage %COI‘*H Event Systel.n Suppaorts 5., Starked Manual Local Syskem

_____ Disk Defragmenter %COP\'H Syskem Appli... Managest... Manal Local Syskem e
Disk Management %Computar Browser Maintains a... Skarked Aukormnakic Local Syskern
E"& Services and Applications %Cryptographic Servi.,. Provides th,.. Started Aukomatic Local System
: Services %DCOM Server Proce.,, Provides la...  Started Aukomatic Local Syskem
WI Conkrol %DHCP Client Manages n...  Skarked Aukormatic Local Syskemn
B8 Indexing Service %Distributed Link Tra... Maintains li...  Started Aukomatic Local Syskem
%Distributed Transac... Coordinate... Manal Mebwork 5.,
%DNS Clignt Resolves a...  Starked Aukomatic Metwark 5.,
%Ermr Reporting Ser...  Alows erro,..  Starked Autaomatic Local Syskem
%Event Log Enables ew,,. Started Aukomatic Local Syskem
%Fast User Switching... Providesm... Manual Local Syskern
%Help and Support Enables He... Started Autaomatic Local Syskem
%HTTP S5L This servic... Manual Local Syskem
%Human Interface D... Enables ga... Disabled Local Syskern
%IMAPI CD-Burning ... Manages C... tManual Local Syskem
%Indexing Service Indexes co... Manual Local Syskem
%IPSEC Services Manages I...  Starked Automnakic Local Syskemn
%Logical Disk Manager  Detects an...  Started Autaomatic Local Syskem

%Logical Disk Manage... Configures. .. Manual Local Syskem j

EEStartl Q @ IQ Computer Manageme...

4. Scroll down in the services list to the entry labeled VueCentric Updater.
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= File

Action  Wiew

Window

Help

E Computer Management

=121 x|

JRETE

= | AEEFERE 2 > 80w

ki

|2

ntric Updater
% WebClient
%Windnws Audio

%Winduws Image Ac...
% windows Installer
%Windnws Managern. ..
%Winduws Managerm. ..
%Windnws Time
%Wireless Zero Confi...

%Workstation

Extended >\ Skandard

%Windnws Firewall/In. ..

%WMI Performance A,

Enables \Wi...
Manages a...
Provides n...
Provides im. ..
Adds, modi...
Provides a ...
Provides s...
Maintains d...
Provides a...
Provides p...
Creates an...

Manages a...

Skarted
Skarked
Skarted

Skarted
Starked

Skarked
Started

Skarted

Aukomatic
Aukarnakic
Automatic
Aukomatic
Marual
taral
Automatic
tMarual
Automatic
Automakic
Marual
Automatic

Local Service

Local Syskem
Local Syskem
Local Syskern
Local Syskem
Local Syskem
Local Syskern
Local Syskem
Local Syskem
Local Syskemn
Local Syskem

‘g Computer Management (Local) Mame | Description I Skatus | Skartup Type | Log 2n As I il
Eﬁﬁ System Tools %SSDP Discavery Ser... Enables dis...  Started Manual Local Service
G- (] Event Yiewer % System Event Motifi... Tracks syst... Started  Automatic Local Syskem
[]...E Sl s Eoloers %System Restore Ser... Performss...  Starked Autornaic Local Syskem
Exl- S Local Ussts ond Grodps %Task Scheduler Enables a ...  Started Aukomatic Local Syskem
[]‘g EZTE;T:;::;;QS laler %TCPIIP MetBIOS Hel... Enables su..,  Skarted Automatic Local Service
E—]@ Bt %Telephony Provides T... Manual Local Syskemn
- Remavable Storage Telnet Enables ar... Disabled Local Syskem
_____ Disk. Defragmenter %Terminal Services Allows mulk.,.  Starked Manal Local Syskern
Disk Management %Themes Pravidesu...  Skarted Autornatic Local Syskem
E"\% Services and Applications %Uninterruptible Pow.., Manages a... Manual Local Service
; Services %Universal Flugand ... Provides s... Marual Local Service
WML Conkrol %\-‘Mware Tools Service  Provides 5., Skarked Automatic Local Syskem
g Indexing Service %\-‘Dlume Shadow Copy tManual Local Syskem

.'.L-’Startl Q @ IQ Computer Manageme...

PED

5. Verify that the VueCentric Updater Service is set to Automatic, it is started, and that it is running under

the correct account.
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lll. Deploy the EHR Shortcut

For sites that have already deployed the EHR shortcut, this step is optional.

A. Modify the EHR_Shortcut_Silent_x.y.msi Properties Table using Orca

.ﬁ‘ Server Management

ﬁ Command Prompt E,’ Control Panel »

e % Adrministrative Tools »
@ { Windows Explorer
Li‘é Printers and Faxes

Makepad -

9) Help and Support:
ﬁ Bz p Search
ﬁ Internet Explarer ) Run...

Symantec System Cenker
Consale

l Active Directory sers and
Computers

= aroup Policy Management:

All Programs  #

Log OFf @ Shut Dawn
|#istare | ([ & | vBLEs

1. Open Orca.
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T —loix

File Edit Tables Transform Tools Wiew Help

D= & ]=elz %=|e]
| Tables |

Tables: 0 Mo table is selected, M column is selected.

ﬂStartl J @ 5 J Iﬂ Untitled - Orca ' gg &

2. Click the open folder.
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My Recent Documents
Desklop
ty Documents
a ty Computer
J 3% Floppy (4]
e Local Digk [C:]
(=3 YueCentric
[ EHR
g
2 CD Drive (D)
‘Q tdy Metwork Flaces

File: narme: I j Open I
Files of type: IInstaIIer Database Files [*.msi, * msm, *.pcp. ".mj Cancel |

[~ Open as read-only

A

=
-

ﬂfStartl & & IﬂUntitled—Drca Vg @| L7

« N W 1233

3. Browse to the EHR_Shortcut_Silent_x.y.msi file.
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File namne: IEHH_Shortcut_SiIent_S.d.msi j Open I
Files of tupe: IInstaIIer Database Files [*.masi, “.msm, *pcp, ".mj Cancel |

[ Open as read-only

y

‘BStartl & & IﬂUntitled—Drca & @| (7 « M S 2s7Em

4. Click on the EHR_Shortcut_Silent_x.y.msi file to be modified and click "Open".
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File Edit Tables Transform Tools Wiew Help

D|=|=] sl #l=e| =z

Tables |«
AckionTexk
AdminExecuteSequence
AdminUISeguence
AdvtExecuteSequence
AdvtUISequence
Appld
AppSearch
BEContral
Eillboard
Binary
BindImage
CCPSearch
CheckBox
Class
CombioBio:
ZomplLocakar
Complus
Component
Condition

Contral LI

Tables: a6 Mo table is selected, M column is selected,

=
-

Ej‘Startl @ =] IﬂEHR_Shurtcut_Silent... Z @| (7]

« S 2ssem

5. Browse down to the property table.
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A

EHR _Shortcut_Silent_3.4.msi - Orca
File Edit Tables Transform Tools Wiew Help

D= %7 %=|e| ==

Tables |« |]_Propertv

| value

MarveFile
Msifssenbly
Msigssernblyharne
MsiDigitalCertificate
MsiDigitalSignature
MsiFileHash
MsiPatchHeaders
QDBCAtkribute
ODBCDataSource
QDBCDriver
CDBCSourceAktribute
QDBCTranslator
Patch
PatchPackage
Progld

Froperky
PublishComponent
R.adioButton

Product Code
Productyersion

fanuf acturer
ARPCOMTACT
ARPCOMMENTS
ARPURLIMNFOABOUT
ProductLanguage
LIMITUI

ALLSERS
ARPPRODUCTICON
Securei_ustomProperties
VSDMETLRLMSG
YSDIISMSG
VSDUIAMDRDYERTISED
WSDMETMSG
VSDIMNWALIDURLMSG
VSOWERSIONMSG
ARPHNOMODIFY

{6Ca0SE2C-BOC3-4834-8314-DFEFDF1,
34

Medsphere

Medsphere Systems Corparation

EHR. Shorbout

wa, medsphere, com

1033

1

2

_BFEFFIE6S218417F98F549. exe
PREVICISYERSIONSIMSTALLED ; MEWE.
This setup requires the .MET Framewark
This setup reguires Internet Informatio,
This advertised application will not be in,
This setup requires the .MET Framewark
The specified path T27" is unavailable, T,
Unable to install because a newer wersi,
1

-

Reglocatar
Feaistry LI <]

Tablzs: 86 |Pr-:|:-erty - 20 rows

M column is selected,

E;‘Start' G &

6. Select Property, scroll down to the end of the table.

| &% EHR_Shortcut_Silent...

& Efl| ﬂ-‘f’ <« WY zsam
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~*EHR_Shortcut_Silent_3.4.msi - Orca
Eile Edit Tables

D|=E| [ [m=(@f] *=le] ==

Transform  Tools Wiew Help

Tables

I«

Property

| value

MarveFile
Msifssenbly
Msigssernblyharne
MsiDigitalCertificate
MsiDigitalSignature
MsiFileHash
MsiPatchHeaders
QDBCAtkribute
ODBCDataSource
QDBCDriver
CDBCSourceAktribute
QDBCTranslator
Patch
PatchPackage
Progld

PublishComponent
R.adioButton
Reglocatar
Reqistry

Tables: g6

=

Product Code
Productyersion
fanuf acturer
ARPCOMTACT
ARPCOMMENTS
ARPURLIMNFOABOUT
ProductLanguage
LIMITUI

ALLSERS
ARPPRODUCTICON

WSDMETILRLMSG
WaDIIaMaG

WSDMETMSG

WSDYERSIONMSG
ARPHNOMODIFY

<

Securei_ustomProperties

WSDUTAMDADYERTISED

WEDIMWALIDURLMSG

{BCANSF2C-RNC3-434-F71 4-DFFFDFET

3. Errors...

a3
Me  CUE el

EF Copy el
Easte el
Faste Mew GUID
Impart Texk File. .

e
ZErH-C
g
G

Gt Rowis)
Copy Bovis)
Faste Row(s)

el Shifk4-
Chrl-Shifk+C
ChrlShifEy

Add Row
[rom Bowy

ChrlHR.

iew in Decimal
Wigwim Hexadecinal

[Property - 20 rows

E;‘Start' G &

| &% EHR_Shortcut_Silent...

M column is selected,

7. Right-click in the right pane and select "Add Row".
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= *EHR _Shortcut_silent_3.4.msi - Orca
File Edit Tables Transform Tools Wiew Help

0 (o] T

Mame | Walue

FY

MoveFile 5314-DFEFDFL.
Msifssernbly (Ej Property
Msifissemblyhlar Walue
MsiDigitalCertific poration
MsiDigitalSignaty
MsiFileHash
MsiPatchHeader:
QDBCAtkribute
ODBCDataSourc
QDBCDriver FS49.exe
ODBCSourcedttr  — Column TALLED;MEWE.
QDBCTranslator Froperty - String[72], Required MET Framework
Patch niek Informnatio,
FatchPackage REPOSITORYPATH| an will nok be in,
Progld MET Framewark
= unawailable, T,
PublishCompaone K I Cancel | E & newer versi,
R.adioButton —
Reglocator i

Reqistry LI | g I

Tables: 86 [Property - 20 rows M column is selected,

-

H!:‘Start| & & | &% EHR_Shortcut_Silent... V4 E3| 7} « M s

8. Type "REPOSITORYPATH" and press Enter.
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=+ EHR_Shortcut_Silent_3.4.msi - Orca
File Edit Tables Transform Tools Wiew Help

0 (o] T

. Mame | Walue
MoveFile 5314-DFEFDFL.

Msitssembly (Ej Property  REPOSITORYPATH
Msifissemblyhlar W alue

MsiDigitalCertific poration
MsiDigitalSignaty
MsiFileHash
MsiPatchHeader:
QDBCAtkribute
ODBCDataSourc
QDBCDriver FS49.exe
ODBCSourcedttr  — Column TALLED;MEWE.
ODECTranslator Yalue - Localizable Sking[0], Requirsd MET Framewark
Patch niek Informnatio,
PatchPackage Whebs1WWueCentic\EHR b on will not be in.
Progld MET Framewark
. = unawailable, T,
PublishCompaone K I Cancel | E & newer versi,
R.adioButton —
Reglocator i

Reqistry LI | g I

Tables: 86 [Property - 20 rows M column is selected,

FY

=
-

H!:‘Start| & & | &% EHR_Shortcut_Silent... V4 E3| 7} « il S soiem

9. Type in the UNC path to the bin directory containing the vuecentric.ini file and press Enter.
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E;‘Start' G &

10. You have now modified the EHR shortcut.

A

~*EHR_Shortcut_Silent_3.4.msi

File Edit Tables Transform Tools

- Orca

Wiew Help

s =2 =T =]

| #|=|E| =2

Tables

I«

Property

MarveFile
Msifssenbly
Msigssernblyharne
MsiDigitalCertificate
MsiDigitalSignature
MsiFileHash
MsiPatchHeaders
QDBCAtkribute
ODBCDataSource
QDBCDriver
CDBCSourceAktribute
QDBCTranslator
Patch
PatchPackage
Progld

PublishComponent
R.adioButton
Reglocatar
Reqistry

Tables: g6

=

ProductWersion

rManuf ackurer
ARPCOMTACT
ARPCOMMENTS
ARPURLINFOABOUT
ProductLanguage
LIMITUI

ALLUSERS
ARPPROCUCTICON
SecureCustomProperties
VSDMETURLMSG
WSDIISMSG
YaDUIAMDADYERTISED
WSDMETMSG
VSDINYALIDURLMSG
WSOWERSTOMMSG
ARPRNOMODIFY
REPOSITORYPATH

<

34
Medsphere

Medsphere Systems Corporation

EHR. Shorkcut

v, medsphere. com

1033
1
Z

_BFEFF9BA521541 7F98F549. exe

PREYICUSVERSIONSINSTALLED; NEWE.
This setup requires the .MET Framewark
This setup requires Inkernet Infarmatio,
This advertised application will not be in.
This setup requires the .MET Framewark
The specified path [2]' is unavailable, T,
Inable to install because a newer wversi,

|Property - 21 rows

| &% EHR_Shortcut_Silent...

M column is selected,
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. ~*EHR_Shortcut_Silent_3.4.msi -
‘ IE Edit Tables Tramsform  Tools
Mew

Qpen. ..

Save

Save As...

Save Transfermed &5, .,

Close

Orca
Wiew

Chrl+
Chrl+0r

Ctr+s
Wersion

churer
MTACT
MMEMTS

1 EHR_Shortcut_Silent_3.4.msi

2 wcllpdaterService_Silent_1.2.msi
3 wcllpdaterService_Silent_1.2.msi
4 wcllpdaterServiceZ. msi

LINFOABOUT
Language

iy
R3S
COUCTICON

Exit

[CustormProperties
LIRLMSG

QDBCTranslator
Patch
PatchPackage
Progld

PublishComponent
R.adioButton
Reglocatar

Feaistry LI

Tables: g6

WSDIISMSG
WaDUIAMDADYERTISED
WSOMETMSG
WSDIMWALIDURLMSG
WSOWERSIONMSG
ARPNOMODIFY
REPOSITORYPATH

<

34

Medsphere

Medsphere Systems Corporation

EHR. Shorkcut

v, medsphere. com

1033

1

z

_BFEFF9BA521541 7F98F549. exe
PREYICUSVERSIONSINSTALLED; NEWE.
This setup requires the .MET Framewark
This setup requires Inkernet Infarmatio,
This advertised application will not be in.
This setup requires the .MET Framewark
The specified path [2]' is unavailable, T,
Inable to install because a newer wversi,

|Property - 21 rows

M column is selected,

=
-

distan| (3} @ & E3| %} « W AW ozem

11. Open the file menu and click on "Save".

| &% EHR_Shortcut_Silent...

Note: Do not deploy the modified msi file from its original location as future updates may overwrite it.
Move it to another folder and deploy it from that location.
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B) Deploy the EHR_Shortcut_Silent_x.y.msi via Group Policy

Active Direckary Domains and Trusts

Active Direckary Sites and Services

Certification Autharity

Cluster &dministrator

Companent Services

Computer Management

Connection Manager Administration Kit
[aka Sources (ODBC)

DHCP

Distributed File Svstem

DNS

Domain Controller Security Policy
Domain Security Policy

Event Yiewer

Group Policy Management

Health Maonitor

Internet Imformation Services (I15) Manager
Licensing

Microsaft \MET Framewark 1.1 Configuration
Microsoft JNET Framework 1.1 Wizards
Microsaft SharePoint Administratar
Mekwork Load Balancing Manager
Performance

Remote Deskiops

Routing and Remote Access

Server Managermenkt

Services

SharePoint Central Administration

T@ Terminal Server Licensing
,, Tetminal Services Configuration

? Terminal Services Manager
WINS

1. Open Active Directory Users and Computers.

82 0f 98

vaRas



-.f Active Directory Users and Computers

@ File Action Wiew MWindow Help

e« = AaneTRE|2

eB v En

@ Active Directory Users and Computer: | sbs.local & objects

D Saved Queries R

|T|:|e

| Descripkion

Delegate Control. ..

Find...

Zanneck to Comain, ..

Connect to Domain Contraller, ..
Raise Domain Functional Level. ..
Operations Masters,..

builtinComain
ers Caontainer

BecurityPrincipals  Conkainer

Conkainer

Mew
all Tasks

View
Mew Window From Here

Refresh
Export List...

Froperties

Help

l | i

Controllers Qrganizational ...

55 CQrganizational ...

Default container For upar...
Default conkainer For dam. .
Default container For secu...
Default organizational unit. .,
Default container For upgr...

|O|:|ens property sheet For the current seleckion,

ﬂStartl J @' g “@ Active Directory User...

vaRas

2. Right-click on the domain or OU that should have the shortcut deployed and select properties.
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{4" Active Directory Users and Computers

@ File  Action  Miew  wWindow Help
PRI Ml ocoirropertes TR

@ Active Directory Users and Comp~ Beneral | Managed By I Group F'oliu:_l,ll

=[] Saved Queries
E‘@ she.local @ zbe local
[+ Builtin

[ Computers

€3] Domain Contrallers

D ForeignaecurityPrincipals
(&) MyBusiness Description:

D Users

Domain hame [pre-windows 2000]: |SES

Domain functional level:
Windows 2000 native

Faorest functional level:
Windows 2000

Cancel | Apply

ﬂStartl J @ é J I@ Active Directory User... ' @Q @

3. Click on the "Group Policy" tab.
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-{4" Active Directory Users and Computers

@ File Action Wiew MWindow Help
P N SIS = sbs/ocal Properties I B

Generall Managed By Group Policy |

@ Active Directory Users and Comp
[ Saved Queries
El@ shs.local r'ou have installed the Group Policy Management snap-in, 2o thiz tab iz no
-3 Buikin lornger used.
[ Computers
5] Domain Controllers To open Group Policy Management, click Open.

Cl ForeignSecurityPrincipals
[&] MyBusiness

Cancel | Apply

vaRas

ﬂStartl J @ 6 “@ Active Directory User...

4. Click “Open”.
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3 Group olicy Managemen: 18]

S5 File  Action  Wiew  Window  Help | oy = |
e OmeEn @
BE Group Policy Management shs_local
= 4% Forest: sbs.local - 5 -
‘%@ Domains Linked Group Policy Objects | Group Policy Inheritance I Delegation I
-3 b Jocal Link Order = | GPO | Enforced | Link Enabled | GPD Status | wh
% m” Edit... = 1 ﬁSmall Buziness Server Win.., Mo Yes Enabled Puo:
Sma” B Erforced 2 @Small Business Server Inter... Mo Yes Enabled Pre
gm:” g: « Link Enabled = 3 155 Small Business Server Clie..  No Yes Enabled Mo
il Save Repatt... = 4 @Small Buziness Server Re.. Mo Yes Uzerconf.. Mol
mall B = 5 @Small Business Server Loc... Mo fes Userconf.. Mo
Smal B [t e B @ Small Buziness Server Do, Mo Ve Enabled Mo
[]__ Domain Delete 7 @Default Domain Policy No Yes Enabled Mol
B-{2i MyBusi  Reename
[]--@ Group F Refresh
B2 WM Fil
-] ites Help
% Group Policy Modeling

Group Policy Results

N | ] - ! -

|O|:|en the GPC editar |

l.‘ﬁ‘startl J & & J <71 Active Directory Users ... "5@ Group Policy Manage... vasas

5. Edit the policy that you created or modified earlier when deploying the
vcUpdaterService_Silent_x.y.msi.
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'fiti Group Policy Object Editor

File: | Action  Wiew  Help

=101x]

- =[]

B | 2

_=:_j Default Domain Policy [sbsl.sbs.loc
EE-

Computer Configuration
(L] Software Settings
(21 Windows Settings
-] Administrative Templates
ﬁ User Configuration

D Software Settings

[ Windows Settings
D Administrative Templates

ﬁ Default Domain Policy [sbs1.sbslocal] Policy

l } H

Extended

Seleck an item to view its description,

Mame

Computer Configuration
@User Configuration

Standard /

tE;Start| REF"-]

6. Expand Software Settings under Computer Configuration. Click on "Software Installation”.

J @ Active Direckary Users a... | EE Group Policy Management ||B,% Group Policy Object E...
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'{iti Group Policy Object Editor 1O =|

File  Action  View Help
= | B0E TREER| @ E

=F Default Domain Policy [sbs1.sbs lat | Mame | wersion | Deplovment state | Source |
= @ Computer Configuration EEVueCentric Updater Ser... 1.2 Assigned 115hs1ivueCentriclEHR\DeplovedPa, ..
-] Software Settings
o Software installation
-2 Windows Settings
i B1-(Z1] Administrative Templates
E@ User Configuration
7] Software Setkings

Package. .. |

(23 Windows Settings EEIE;'ZE )
-] Administrative Templates Refres
Expart List. ..
iew »

Arrange Icons B
Lime up Icons

Properties
Help
4] | ©
|Creates a new ke in this container, | |
E!;’Startl & e Ikﬁ 3 Microsoft Manage... - 2 & | 4 a"| €| Bl sz

7. Right-click in the right pane and select "Package".
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‘i Group Policy Object Editor
e s v oo CEN

=101 x|

s - | | [ Look if: | £ DeplovedPackages

e s A e

=§ Default Domain Policy [st
E@ Computer Configural
¢ {17 Software Setting
o Software ins
-2 Windows Setting
¢ [@-(] Administrative Te
E@ User Configuration
-] Software Setting
-] Windows Setting
-2 Administrative Te

8

My Documnents

3% Floppy 18:)
e Local Disk [C2]
H.L CD Drive [D:)
‘H My Metwork Flaces
ﬁ Ettire Metwark
% Microsaft Windows Metwork

My Recent Documents

L WueCentric on Sbal

2|

File name:

Files of type;

IW’indows Inztaller packages [*.msi]

[
=

Open |
Cancel |
g

l | B

|
E;‘Start' G &

@ Active Directory ... | 5@ Group Palicy Man... ”% Group Policy Ob... ,f @| ﬁ y| [}

« W 0dEm

8. Browse to the UNC path where the modified EHR shortcut was copied. Be sure to follow the network
path to this file. Do not use the local drive path. Do not deploy the modified file from its original location

as future updates may overwrite it.
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= > EE[EC

=§ Default Domain Policy [st
E| @ Computer Configural
¢ B2 Software Setting
- Software ins
-2 Windows Setting
¢ [@-(] Administrative Te
E@ User Configuration
-] Software Setting
-] Windows Setting
-2 Administrative Te

l

‘i Group Policy Object Editor
e s ooy O
EH O 2O E

Look jn: I [ DeployedPackages

=101 x|

2|

= veUpdaterService_Silent_1,2.msi

-
.
hy Cormptiter
My M File name: IE HR_Shortcut_Silent_3. 4. msi j
Files of type; IW’indows Inztaller packages [*.msi] j

[ Oeen |
[ &= |

Open

Cancel

+l

|
mStartl @ g @ Active Directory ... | 5@ Group Palicy Man... ”% Group Policy Ob...

9. Select EHR_Shortcut_Silent_x.y.msi and click "Open".
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File  Action Wiew Help

‘th Group Policy Dbject Editor

=l0lx]

- | AmERB 2

E@ Computer Configuration
| B+ Software Settings

7] Windows Settings

Eﬁ User Configuration
t]-[] Software Settings
(23 windows Settings

al |

fij Default Domain Policy [shs1.shs.loc

g Software installation

B[ Administrative Templates

B[ Administrative Templates

|

Mame # I Version | Deployment state | Source

'ﬁ WueCentric Updater Ser... 1.0 Assigned Visbs1\WueCentricl EHRYmsiwclpdate, ..

oepioy software TP

Select deployment method:

€ Builished

' Azsigned

Select this option to configure the Published or Assigned options,
and to apply modifications to a package.

Ok I Cancel

ﬁ;‘Startl J @ a J @ Active Directary Users a... | EE Group Policy Management “% Group Policy Object E...

10. Choose Advanced and then click OK.
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=-[_1 Software Settings

g Software installation
[ windows Settings
-1 Admiristrative Templates
E@ User Configuration

7] Software Setkings

[ windows Settings
#-[_1] Adrmiristrative Templates

l |

+l

File  Action  View Help

® = | mm| B @
jj' Default Domain Policy [sbsl.sbs loc | Mame £
E@ Computer Configuration Yuele

‘i Group Policy Object Editor

=101 x|

EHR Shortcut Properties

21|

lienersl | Depln_l,lmentl Upgradesl Ealegoriesl Modificatinnsl Securilyl

r~ Product information

Wersion: 34

Publizher:

Language: Englizh [United States)
Platfarm: Intel

— Support information
Contact: Medzphere Systems Corporation

Phiome:

URL:

bdPa. ..

o ]

Cancel

|
*fStartl @ @ @ Active Directory ... | 5@ Group Palicy Man... ”% Group Policy Ob...

11. Click "OK".
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'{iti Group Policy Object Editor 1O =|

File  Action  View Help

¢~ BHEEFRR 2E

Ej' Default Domain Policy [sbs1.sbs,log
E@ Computer Configuration

-] Software Settings w3 YueCertric Updater Ser... 1.2 Assigned 11Shs1iWusCentricEHRYDeployedPa. .
g Software installation
[ windows Settings

+1-(_1] Administrative Templates
=47 User Configuration

(L Software Settings

[ windows Settings
#-[_1] Adrmiristrative Templates

Deplovment skake | Source

l | B

| | |
i;'!j'Startl @ =] @ Active Directory ... | 5@ Group Policy Man. .. ”% Group Policy Ob... /[ | /4 y| IEs .’ g @' 3:07 PM

12. The EHR Shortcut is now queued for deployment.
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C) Verify EHR_Shortcut_Silent_x.y.msi deployment on Client

Please wait...

Copyright £ 1985-2001
Micresoft Corporation

Inztalling managed software EHR Shortcut. .

1. Upon boot up of the client workstation, you should see this.
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Log On to Windows

User name: domainuser

Password: [TITTYTTITT]

[8]4 ] l Cancel ] lgptions >

2. Login as a domain user without administrative privileges.
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o

My Docurnents

RPMS-EHR

B ° | LeE 3:10FM

3. Click on the RPMS-EHR Shortcut on the desktop.
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My Documents

.‘|

& Electronic Health Re«

C:%Program Files\¥ueCentric\EHRABEHCPRS520.bpl...

4. If there are any pending EHR updates, you should see the files being updated.
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Y —
& YueCentric
MH s=r  Help
& RPMS-EHR Logon

Welcome to the RPMS-EHR. Demonstration Database
Updated January 8, 2007

This software is for demonstration purposes only.
Unauthorized use or distribution is strictly prohibited.

AL Access Code:
gg% [ J®

Verify Code:

WEHR | [Ccance ]

EBlecironic Healh le'd

[ Change verify code

Server Yolume Uci Port
SB51 EHR 9202

& vieCentric ﬂ '? :1 @ 318 PM

5. Deployment is complete.
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